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LWO0O04-CT
1 About this Manual

The purpose of this manual is to outline how to use MKLoRa APP for LW004-CT.

2 MKLoRa APP

For the detailed operation of the MKLoRa app to configure and read device information, please
refer to the following instructions:

2.1 Install MKLoRa APP

User can get the APP download link by search “MKLoRa” in your phone APP store: Please allow
Bluetooth to be enabled during the installation process. This APP communicates with the device
via Bluetooth, and it only supports above android 4.4 and 10S 9.0 system.

Note: After the successful installation of the APP, the APP will request some mobile phone
permissions, such as Bluetooth access permissions. Please click "OK", otherwise the APP will not
work well.

2.2 Connect to LWO004-CT

After the device is turned on, the device Bluetooth will start broadcasting. Open the MKLoRa APP
and choose LW003-B, then you can search the LW003-B device by click the refresh icon. The
default broadcast name of the device: LW004-CT.

The Edit Filter at the top can help user filter the keywords and RSSI. RSSI ranges from -100dBm to
0dBm;

DEVICE(5) ©) . . o
The distance between the phone and the device should be kept within 10m
& without wall obstruction. Otherwise, the device will not be searched. After
H H H “" ) H
o LWODA-CT searching for the device, click the “CONNECT” to connect the device that
A4dsm CEQA TN ER' R .
@ |MOrEeAvoRsszin o TWEVRS you want to configure. Then you should enter the password, the default
o e2c56dbs5-dffb-48d2-b60- password is “Moko4321”.
d0f5a71096e0
Major: 0
Minor: 0
RSSl@1m:  -65dBm
Proximity: Far R R . R . R
Note: If a password is not entered within one minute, the login box will
il LWO04-CT disappear, you should click “CONNECT” again.
TR MAC:EC:6F 9E:3F:F7:37
E Tx Power.0dBm Track.ON <>N/A
) UuID: e2c56db5-dffb-48d2-b060-
d0f5a71096e0
Major: 0
Minor: 0
RSSl@1m:  -65dBm
Proximity: Far
all LW004-CT
'm&l;‘? MAC:C9:2D:95:57:F5:6C

Tx Power.0dEm, Track:ON <A
100%
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LWO004-CT

2.3 Configure LWO0O04-CT Parameters

When you log into the device successfully, you will enter the main page. There are four parts of
the parameter configuration: LORA, SCANNER, SETTING and DEVICE.

2.3.1 LORA Parameters

In this page, you can set all the settings for LoRa Part:

<

LoRa Setting

Network Check

Time sync Interval

Uplink Payload

®

LORA

<

LoRa Setting

Network Check

&

SCAMNER

Time sync Interval

Uplink Payload

®

LORA

@

SCANNER

LORA

OTAA/US915/ClassA

Disconnected

SETTINGS

OTAA/US915/ClassA /

24

&

DEVICE

Disconnected

SETTINGS

24

H

=)

DEVICE

H

-

/V LoRaWAN Mode oTAA

DevEUI fe9a70ffffeb8210
AppEUI 526973696e674846
AppKey 2b7e151628aed2a6abf7158809cf4f3c

Region/Subnet

MBS
«

Advanced Setting(Optional)

NotePlease do not modify advanced settings unless
necessary.

.

*Itis only used for US215,AU915,CN470

ADR

[ ¢
. ==

“DR only can be changed after the ADR aff.

*It is only used for AS923 and AU915.0: Dell Time no
limit, 1:Dell Time 400ms:

Network Check =
Netwark Check «
Network Check Interval 4 H
Network Status Disconnected

*If Netwarkeheck functinn aff, the Netwark status will anly be valid on
QTAA made when the device in the process of joi k

In the LoRa setting page, we can get and
configure the LoRaWAN Mode, DevEUI,
AppEUI, AppKey, DevAddr, AppSKey,
NwkSKey, Region/Subnet, Message Type,
Device type.

Click the Advanced Setting (Optional) button,
you can set some advanced parameters.

CH: Channel Setting, Generally, the default
value is fine. When you are using TTN server
and the frequency band is US915 or AU915,
the CH should be set to 8-15.

DR: This is the DR setting for data
transmission. The larger the DR, the smaller
the transmission distance and the faster the
transmission speed.

Note: Please do not modify advanced settings
unless necessary.

Network Check interval: It is used to
check the status of the LoRaWAN
network, if the device is detected to be
offline, the device will try to rejoin the
LoRaWAN network.

The default value is 4.

0 means disable.

The value ranges from 0 -254H.

www.mokosmart.com



LWO004-CT

< LORA
LoRaSetiing OTAAIUS95/Classh Time Sync interval: It is used to synchronize the time of the
Network Chock bisconnected device from the LoRa server.
Time sync Interval 24 H
— > The default value is 24 H. The value ranges from 0-254 H.
Uplink Payload
If it is set to O, it means that never synchronize the time of
the device from the LoRa server.
Note: When the APP connect with the device successfully,
the phone system time also sync to the device.
Select whether to report the location
® ® g . beacon |nformat|on: It appl.|es toall
payloads that contain location beacon

information.

If it is set from on to off, the switches for
Location Beacon Condition A and Location
Beacon Condition B will also be off.

If it is set from off to on, the switches for
Location Beacon Condition A and Location
Beacon Condition B will also be on.

The report interval of device info payload.
Default value is 4 H. The value ranges
from 2 -120 H.

Uplink Payload

Device Info Payload

< LORA Feportintereal £ Users can set the number of reported
ot seting A5 Claseh Tt paont location beacons. The default value is 1.
Fepert osston formatien / The value ranges from 1~ 4.,
Network Gheck Disconnected Reported Location Beacons
Time syne mervl @ ow o At et e ¥ The report interval of Cont:f\ct Tre?cmg
S st P coren Payload. The default value is 3 minutes.
ek ks The value ranges from 1 ~ 60 minutes.
[ Device Raw Data \
[ Battery Level . -
S05 Payiond Payload and Distance Alarm Payload.
908 Data Repart Interval T User can select all, multiple, or none of them.

Optional Payload Content

[ Timestamp

\ The report interval of SOS Payload. The
The Hast MAC Address . .

default value is 1 minutes.

e The value ranges from 1 ~ 10 minutes.
3-Axis Payload Report Interval 1 Min

Optional Payload Content

‘ Select the optional content of SOS Alarm

® ® B = - .

Timestang Payload. User can select all, multiple, or
none of them.

The Hast MAC Address

Select the optional content of 3-Axis Payload.

The report interval of 3-Axis Payload. The User can select all, multiple, or none of them.

default value is 1 minute.
The value ranges from 1 ~ 60 minutes.
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LWO004-CT

2.3.2 SCANNER Parameters

In this page, you can set all the settings for SCANNER Part:

< SCANNER
Location Beacon Filter Options
Contact Tracking Filter Options

Valid BLE Data Filter Interval

- 10s
*The device will store the Noralar BLE ADV data every 10s and the
same MAG addree only be saved one time.
Alarm Notification Light
Alarm Trigger RSS|

® 0dBm

*The device alarm is triggered when the BLE RSS! scanned Is greater

than 0dbm.
n dém

* People gathering warning will take effect, when the BLE RSS1
scanned s greater than Gdbm.

Scan intensity

Gathering Warning

®© ® @ &

LORA SCANNER SETTINGS DEVICE

< Location Beacon Filter Option A E

RSSIFilter

* -127dBm

#The device will uplink valid ADV data with RSS1no less than
27dBm.

Filter by MAC Address O

Whitelist

Filter by ADV Name [ &
| Whitelist

Filter by iBeacon Proximity UUID [ @]
| Whitelist

Filter by iBeacon Major O
" Whitelist

From To

Filter by iBeacon Minor [ @
— Whitelist

From To

Filter by Raw ADV Data + -
__ Whitelist

Enable Filter Condition A [ &

“Tum on the Filter Condition A all filtration of this page will take
effect Tum off the Filter Gonditian A, allfiltration of this page will not
take effect.

/ Location Beacon Filter Condition A OFF

The relationship between Location Beacon
Filter Condition A and Location Beacon Filter
Condition B can be set OR or AND.

< Location Beacon Filter Options

Location Beacon Filter Condition B OFF . . . .

Filter Repeating Data: Filter out duplicate
Filter Condition A And Filter Condition B data within one scan period.
iter Repeating Dt e The default value is NO. It can be configured

as one of the following data: NO, MAC,
MAC+Data Type, MAC+Raw Data.

The contents of Location Beacon Filter
Condition A and Location Beacon Filter
Condition B are the same. They will be
described in detail on the next page

Note: When both Location Beacon Filter Condition A and Location
Beacon Filter Condition B go from on to off, the switch of Report
Location Information will turn to on.

If both Location Beacon Filter Condition A and Location Beacon Filter
Condition B are off, when one of them go from off to on, the switch of
Report Location Information will turn to off.

RSSI Filter: The default value is -127 dBm, the range of this value is from -
127dBm to 0 dBm. For example, if user set this value to -100dBm, the device
will store valid ADV data which’s RSSI is bigger than -100dBm.

Whitelist: Checking this box means reverse filter.

Filter by MAC Address: The default status is off. When we click the button
on the right, the status will be on and user can edit the Keyword that
include part or all of MAC Address. The device will store valid ADV data that
meets the filter content. For example, the Filter content is AA BB and
whitelist is open. Suppose there is a beacon whose MAC is CC AA BB DD EE
FF, then it does not meet the filter content and will not be saved and
uploaded

Filter by ADV Name: The default status is off. When we click the button on
the right, the status will be on and user can edit the Keyword that include
part or all of ADV name. The device will store valid ADV data that meets the
filter content.

www.mokosmart.com



LWO004-CT

Filter by iBeacon Proximity UUID: The default status is off. When we click the button on the right, the status will
be on and user can edit the Keyword that include part or all of UUID. The device will store valid ADV data that
meets the filter conditions.

Filter by iBeacon major: The default status is off. When we click the button on the right, the status will be on
and user can set the min value and max value of iBeacon Major. Both of these values range from 0-65535, and
the max value must be no less on the min value. The device will store valid ADV data whose major value meets
the scope requirements.

Filter by iBeacon minor: The default status is off. When we click the button on the right, the status will be on
and user can set the min value and max value of iBeacon Minor. Both of these values range from 0-65535, and
the max value must be no less on the min value. The device will store valid ADV data whose minor value meets
the scope requirements.

Filter by Raw ADV Data: The default status is off. When we click the button on the right, the status will be on, and
it can add five different filter data types in total when click “+”, each with a length of 5 to 33 bytes.

Data Type: 1byte, the data type value should meet Bluetooth Generic Access Profile. Data type definitions please
refer to https://www.bluetooth.com/specifications/assigned-numbers/generic-access-profile/.

Byte: the byte range under the data type, the max value is 62 bytes, the maximum byte range difference is 26.

Raw data field: the length should match with the byte range.

< SCANNER 14:21 0@ 1.Kis & all il = (5 i . .
¢ Comact Tracking Fiter Options The relationship between Contact Tracking
Locatien Beacon Filter Options / . rack er Cond A oFF Fllter Conditlon A and Contact Tracking Fllter
contact Tracking Filter Condition
Contact Tracking Fiter Options Condition B can be set OR or AND.
Contact Tracking Filter Condition B OFF
\f:'-dBLE Data Filer Interval o nercontions. D Finercondiion s Filter Repeating Data: Filter out duplicate
——— data within one scan period.
Filter Repeating Data MAC
R - - The default value is NO. It can be configured
as one of the following data: NO, MAC,
Alarm THgger RSS! MAC+Data Type, MAC+Raw Data.
2 0dBm
n The contents of Contact Tracking Filter
Gathering Warning dBm
e i il ke fect, when e BLE 551 Condition A and Contact Tracking Filter
— Condition B are the same. They will be
Seanntensty £2 described in detail on the next page

7 www.mokosmart.com
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LWO004-CT

17:40 8 @ 0.8Kis % il il = (29

RSSI Filter: The default value is -127 dBm, the range of this value is from -
127dBm to 0 dBm. For example, if user set this value to -100dBm, the device
oS! Fiter will store valid ADV data which’s RSSI is bigger than -100dBm.

L -127dBm

< Contact Tracking Filter Option A

*The device will uplink valid ADV dala wilh RSS1 noless than
-127dEm.

Whitelist: Checking this box means reverse filter.

Filter by MAC Address e

|| Whitelist
Filter by MAC Address: The default status is off. When we click the button

Filter by ADV Name © on the right, the status will be on and user can edit the Keyword that

L el include part or all of MAC Address. The device will store valid ADV data that
meets the filter content. For example, the Filter content is AA BB and

T e Frosmty 2412 © whitelist is open. Suppose there is a beacon whose MAC is CC AA BB DD EE
FF, then it does not meet the filter content and will not be saved and

Filter by iBeacon Major O uploaded

|| Whitelist

rem * Filter by ADV Name: The default status is off. When we click the button on

Fillerby Beacon Minor < the right, the status will be on and user can edit the Keyword that include

. . part or all of ADV name. The device will store valid ADV data that meets the
filter content.

Filter by Raw ADV Data + -«

[] whitelist

Enable Filter Condition A [ &

*Turn on the Fifter Condition A all filtration of this page will take
effect Turn off the Filter Condition A, all fiteation of this page will not
take effect

Filter by iBeacon Proximity UUID: The default status is off. When we click the button on the right, the status will
be on and user can edit the Keyword that include part or all of UUID. The device will store valid ADV data that
meets the filter conditions.

Filter by iBeacon major: The default status is off. When we click the button on the right, the status will be on
and user can set the min value and max value of iBeacon Major. Both of these values range from 0-65535, and
the max value must be no less on the min value. The device will store valid ADV data whose major value meets
the scope requirements.

Filter by iBeacon minor: The default status is off. When we click the button on the right, the status will be on
and user can set the min value and max value of iBeacon Minor. Both of these values range from 0-65535, and
the max value must be no less on the min value. The device will store valid ADV data whose minor value meets
the scope requirements.

. SCANNER Vaild BLE Data Filter Interval: The default value is 10, the range of this

Location Bescon Filter Options values is from 1 to 600. If we set this value to 10, the device will store

Contact Tracking Filter Dptions the Close Contact Data every 10s and the same MAC address device
will only be saved once every 10s.

Valid BLE Data Filter Interval

S ] 10s

e s e == Alarm Notification: The default option is Light + Vibration. There are

Alarm Notifeation four options: OFF, Light, Vibration and Light + Vibration.

Alarm Trigger RS$1

+ e Alarm Trigger RSSI: The default value is -70dBm, the range of this

wign IR value is from -127dBm to 0dBm. When a nearby Bluetooth device with
Cotroa aring ﬂ ®m  RSSI greater than -70dBm is scanned, the device alarm will be

wre .. triggered.

an dcm
Scan intensity m

Gather Warning RSSI: The default value minus 3 from Alarm Trigger
RSSI. The minimum is -127dBm.

8 www.mokosmart.com



2.3.3 SETTINGS Parameters

< SETTINGS

Advertiser

Vibration Setting

S0S Function

3-Axis Sensor

Change Password

Factory Reset

Connectable

Power Off

Low Power Prompt Setting

LWO004-CT

5 than or equal to 10% the red LED wil flashe

® @ B

Lo SCANNER SETTINGS

2

DEVIC

—v

LWo04-CT

Advertiser

Vibration Setting

508 Function

3-Axis Sensor

Changs Password

Factory Reset

Connectable

Pawer Off

Low Power Prompt Setting

v equalt 10,

tha et LEE vl Aashe

< Advertiser

ADV Name LW004-CT

proximiyuuip GG 0D

Major 0

Minor 0

ADV Interval 10 X 100ms

RSSl@1m

_— -65dBm

Tx Power

D — odBm

< Vibration Setting =

Vibration Intensity
Vibration Cycle ]
Duration Of Vibration 2

LWO004-CT

ADV Name: ADV Name: User can enter the customized
device name that meet the requirements of the standard
field in the input box (1-10 bytes).

UUID: The default Value is E2C56DB5-DFFB-48D2-B060-
DOF5A71096EQ. User can enter the UUID values that
meet the requirements of the standard field in the input
box(16bytes).

Major & Minor: The default value is 0. User writes
decimal digits to configure Major and Minor. The value
ranges from 0 to 65535.

ADV interval: The default value is 1000ms.The adjustable
interval of Advertising Interval is 100ms, and adjustable
range of 100ms-10000ms.

RSSI@1m: RSSI@1m refers to Receiver device receives
the signal strength in 1 meter (For iBeacon). This value
shall be based on the actual environment test results and
is usually set by the customer.

Tx Power: The default value is 0 dBm and Tx Power can

be configured as one of the following data: -40dBm, -
20dBm, -16dBm, -12dBm, -8dBm, -4dBm, 0dBm,

3dBm, 4dBm.

Vibration Intensity: The intensity of the motor vibration,
it can be set to low, medium or high.

Vibration Cycle: Cycle of motor vibration. The default
value is 8, unit is seconds. The value ranges from 1~
600.

Duration of Vibration: Duration of motor vibration in a

single cycle. The default value is 2, unit is seconds. The
value ranges from 0 ~ 10.

www.mokosmart.com



< SETTINGS

Advertiser LW004-CT
Vibration Setting
505 Function

3-Axis Sensor

Change Password

Factory Reset

Connectable «
Power Off

Low Power Prompt Setting 10%

“When the batery is less than or aqual 1o 10%, the red LED willflashe
ance every 30 secands.

Lora SGAMNER  SETTINGS DEVICE
< SETTINGS
Advertiser LWo04-CT

Vibration Setting

SOS Function

3-Axis Sensor

Change Passwaord
Factory Reset

Connectable «
Pawer Off

Low Power Prompt Setting 10%

“When the battery is less than or equal 1%, the red LED will lashe
once every 30 secands.

@ @ @ &

LoRA SCANMER SETTINGS DEWICE

< SETTINGS

Advertiser LW004-CT
Vibration Setting
505 Function

3-Axis Sensor

Change Password

Factory Reset

Connectable «
Power Off

Low Power Prompt Setting 10%

“When the batery is less than or aqual to 10%, the red LED will lashe
ance every 30 secands.

® & ©® &

LoRA SCANMER SETTINGS DEWICE

10

LWO004-CT

B

__w The report interval of SOS Payload. The default value
« is 1 minutes.
The value ranges from 1 ~ 10 minutes.

< $OS Function
‘505 Function Switch

‘S0S Data Report Interval 1 Min
Optional Payload Content

[ Timestamp

1| e Host 1AG Acress \ Select the optional content of SOS Alarm Payload.
User can select all, multiple, or none of them.

g

< 3-Axis Sensor =

Sample Rate: Sampling frequency of 3-axis data. The
default value is 10, unit is HZ. The value ranges from 1

3-Axis Switch «

~
600.
10HZ

Trigger Sensitivity 7

Sample Rate

Vibration Cycle: Cycle of motor vibration. The default
value is 8, unit HZ. It can be set to 1HZ, 10HZ, 25HZ,
50HZ, or 100HZ.

3-Axis Payload Report Interval 1 Min

Optional Payload Content

| The Host MAC Address

Gravitational acceleration: The maximum range of
acceleration that can be measured. The default value
is +2, unit is g. It can be set to £2, +4, 8, or +16.

] Timestamp

Sensor Data

Trigger Sensitivity: Trigger thresholds for 3- axis
sensor. The default value is 7. The value ranges from 7
~ 255,

Sensor Data: When this function is turned on, the user
can continuously obtain the 3-axis data from the APP
interface.

Connectable: The default connection mode is connectable. When the device status is
unconnectable, the user can only connect the device and set parameters in the first
minute after reboot the device.

Power off: User can use the APP to shut down the device.

Low Power Prompt Setting: Users can set thresholds for low power prompt.
The default value is 10%. It can be set to 10%, 20%, 30%, 40%, 50% or 60%.

www.mokosmart.com



2.3.4 Device Information

LWO004-CT

In this page, user can read the device information here.

Battery Level

Mac Address

Product Model

Software Version

Firmware Version

Hardware Version

Manufacture
® @
LORA SCANNER
11

94%

FE:9A:70:EB:82:10

LW004-CT

nRF52-SDK14.2

V2.18 DFU

LWO0O04series

MOKO TECHNOLOGY LTD.

@ &8

SETTINGS DEVICE

Update Firmware(DFU):To update the firmware via the DFU should
use the upgrade package that MOKO provides with ZIP format.If you
use an android phone, place the ZIP file of firmware upgrate package
into the phone folder, select the upgrade package file from the OTA
page of the APP, and click to upgrade.

10S phones need to share the upgrade package file with Lora Tracker
via computers and iTunes tools. and then select the upgrade
package file from the OTA page of the APP, and click to upgrade.

www.mokosmart.com
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3 Revision History

Suitable for firmware version V2.1.8 &HW Allen 2021-06-08
Version V1.5
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